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Abstract. Monolithic clinical decision support architectures entangle IT
infrastructure with medical logic, compounding regulatory validation overhead (e.g.,
IEC 82304-1). We present an event-driven microservice architecture designed to
streamline the clinical validation process through structural fault containment.
Orchestrated by a Kafka message broker and gated by a Drools rule engine, the
system intercepts structurally invalid data before it reaches the deterministic medical
logic core comprised of ArdenSuite. Empirical testing demonstrated zero state loss
during node failures and confirmed that shedding malformed data at the architectural
perimeter actively prevents computational bottlenecks, effectively reducing the
mean evaluation time per valid input during high-stress scenarios. By enforcing
strict architectural boundaries, the pipeline decouples IT reliability from clinical
safety. This confines the rigorous clinical validation burden entirely to the isolated
clinical interpretation engine. The resulting secure containment boundary
accelerates the integration of diverse data ingestion modalities and the continuous
adaptation of clinical logic, equipping healthcare systems with an agile, compliant
foundation for evolving decision support.
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1. Introduction

Modern clinical decision support (CDS) systems require the rapid and precise
interpretation of multi-parametric clinical data [1]. Historically, monolithic CDS
platforms tightly coupled data ingestion, syntactic pre-processing, and clinical logic
execution, introducing critical failures in scalability and system assurance [1].

Under strict health regulations (e.g., IEC 82304-1), this entanglement creates an
unsustainable validation burden, as minor technical modifications necessitate a complete
re-validation of the entire clinical system [2].
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Event-driven microservice architectures, orchestrated by immutable message
brokers, offer a paradigm shift [3]. Decoupling services into independent asynchronous
nodes can facilitate high throughput as well as robust fault isolation [4, 5]. However,
integrating these distributed IT patterns with the strict deterministic execution
requirements of clinical knowledge engines remains a complex challenge.

This paper demonstrates a Kafka-backed, Drools-gated microservice pipeline
shielding the ArdenSuite core of iKnowledgeLab. We establish how enforcing absolute
architectural boundaries between data ingestion, structural validation gating, and
knowledge-based interpretation (e.g., via ArdenSuite [6]) isolates the validation burden.

By intercepting IT-level faults and structurally invalid data at the periphery, the
architecture strictly decouples the IT infrastructure from the medical logic. In practical
terms, this isolation ensures that technical updates to the data ingestion pipelines or
message brokers do not force a regulatory re-certification of the clinical diagnostic rules.
This separation of validation burdens is a structural prerequisite for the agile and legally
compliant integration of external data extraction tools.

Ultimately, this structural decoupling serves the clinical end-user. By guaranteeing
that CDS interfaces remain uninterrupted by backend IT faults, the architecture preserves
clinician trust, prevents alert fatigue caused by system-level errors, and ensures the
continuous availability of critical diagnostic insights at the point of care.

2. Methods

2.1. Architectural Paradigm

iKnowledgeLab utilizes an event-driven microservice architecture detailed in Figure 1 to
decouple data ingestion, validation, and medical logic execution. A central Job Manager
aggregates system state, while a message broker organizes data into topics, each
representing a distinct processing stage in the payload lifecycle. Microservices consume

data exclusively from their designated topics, process the payload, and output to the
subsequent state topic, guaranteeing structural fault isolation [5].
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Figure 1. Flowchart of the event-driven microservice architecture, detailing the separation of state topics
(circles) and processing services (rectangles). DLQ = Dead Letter Queue.




2.2. Pre-Processing and Syntactic Validation

Incoming data traverses a rigid sanitization pipeline. First, the Job Manager syntactically
validates the JSON payload's structural integrity and data types. The pre-processing
service then standardizes raw inputs (e.g., converting dates into computable age metrics)
and extracts categorical features from unstructured remarks via regular expressions.

A deterministic rule engine (Drools) then executes strict boundary checks, enforcing
unit compliance, required parameter presence, and hardcoded numerical limits. Gross
syntactic violations detected by the Job Manager are routed directly to a Dead Letter
Queue (DLQ). Conversely, payloads violating the Drools boundary checks are written to
the subsequent state topic with an explicit error flag. This dual mechanism fully shields
the downstream ArdenSuite core, which is configured to exclusively consume payloads
with a valid status.

From a user-centric perspective, this rigid sanitization guarantees that the clinician
is only ever presented with alerts derived from structurally sound and medically plausible
data, effectively insulating the user from raw infrastructural errors.

2.3. The Deterministic Core

Only validated payloads reach the ArdenSuite platform. The interpretation of these
complex arrays is executed via self-contained Medical Logic Modules (MLMs) written
in HL7 Arden Syntax [7]. These MLMs encapsulate discrete clinical rules using explicit
data, logic, and action slots, processing the structured parameters through strictly defined
knowledge-based reasoning. This ensures that the medical logic execution remains fully
deterministic, transparent, and strictly aligned with validated medical guidelines [6].

3. Results
3.1. Fault Tolerance and State Recovery

The architecture's reliance on a message broker successfully decouples service
availability from data integrity, proven across two primary fault scenarios:

Processing Node Failure: If a processing node crashed mid-evaluation, the
synchronous REST-request initiated by the external laboratory system times out, but
internal state loss is entirely prevented. The payload remains securely persisted in the
message broker's preceding topic (e.g., pre-processed). Upon node restart, the service
immediately consumes the pending payload, resuming the pipeline without requiring
data resubmission from the client.

Observability and Logging Failure: During a documented crash of the central
Service Manager responsible for database logging, the pipeline's core clinical processing
continued uninterrupted. While real-time telemetry was temporarily severed, the
integrity of the audit trail was preserved. The message broker’s jobs topic acts as a
persistent buffer, configured with log compaction and a seven-day retention policy. Upon
restoration, all buffered state transitions were retroactively ingested into the metrics
database, ensuring unbroken traceability.



3.2. Structural Fault Containment and Performance under Stress

The Drools gating mechanism successfully isolated ingestion errors without invoking the
ArdenSuite execution core. To empirically validate the efficiency of this fault
containment, the architecture was subjected to stress testing under varying degrees of
data degradation on a local testing environment. The objective was to measure the mean
evaluation time per valid input to determine if the processing overhead from isolating
malformed data negatively impacted system performance.

The results, depicted in Table 1, indicate that the structural decoupling effectively
insulates the deterministic core. Counterintuitively, the mean evaluation time per valid
input decreased during high-stress scenarios. This occurs because the architectural
perimeter (Job Manager and Drools) intercepts and discards malformed payloads almost
instantly. By shedding invalid data early, the architecture prevents computational
bottlenecks, ensuring the ArdenSuite core expends resources exclusively on viable
medical logic without being penalized by infrastructural noise.

Table 1. System performance under varying fault injection loads (Simulated batches of 1,000 payloads).

Test Scenario I;::ilet Primary Interception Point Mean E:]?llil;tllggl;l;lme per
Baseline 0% n/a 10.75 s
High Syntactic Noise 50% Job Manager (DLQ) 8.82s
Boundary Violations 50% Drools Gate 8.78 s
Mixed Extreme Stress 80% Job Manager & Drools Gate 9.71s

4. Discussion

While the architectural mechanisms described are inherently technical, their primary
utility is deeply user-centric. In high-stakes clinical environments, users rely on CDS
systems for accurate decision-making. When IT failures or malformed data propagate to
the user interface, they erode clinical trust and disrupt workflows. By confining structural
faults entirely to the IT layer, this architecture ensures that the clinician's interaction
remains seamless, reliable, and strictly focused on vetted medical logic.

Transitioning from monolithic to event-driven CDS introduces regulatory
challenges regarding determinism and state management. While empirical results
confirm high availability and state recovery, these metrics validate system reliability
rather than clinical safety.

Regarding health software validation (e.g., IEC 82304-1 [2]), the architecture
ensures structural fault containment. Diverting malformed payloads to a DLQ and
enforcing strict state-based filtering for boundary violations guarantees the deterministic
ArdenSuite medical logic core executes exclusively on valid data that meets predefined
criteria. This boundary acts as a technical gatekeeper; it does not inherently mitigate
hazards from plausible but clinically inaccurate data. The value of this isolation lies in
decoupling IT infrastructure validation from clinical logic validation, thereby narrowing
the scope of the safety case for the clinical interpretation engine.

The design supports cybersecurity standards (e.g., IEC 81001-5-1 [8]) via defense-
in-depth, eliminating point-to-point API vulnerabilities while preserving an immutable
audit trail [5]. This modular decoupling is critical for future system evolution. For
example, directly integrating Large Language Models (LLMs) to extract structured
inputs for MLMs [9] into the interpretation engine would risk polluting the deterministic



safety boundary. The proposed architecture resolves this by enabling the hosting of
probabilistic extraction pipelines as isolated producer nodes. Channeling stochastic
outputs through the Drools gate strictly confines probabilistic risks, isolating the
validation burden to independent mitigation layers, such as human-in-the-loop
workflows.

Furthermore, this modular decoupling establishes the regulatory foundation for
clinical agility within healthcare systems. Institutions can systematically integrate new
or updated MLMs to expand the CDS scope, adapting rapidly to evolving medical
guidelines or localized care pathways. Because the clinical execution core is isolated
from ingestion pipelines, integrating expanded capabilities does not necessitate a
systemic revalidation of the underlying IT infrastructure.

5. Conclusion

iKnowledgeLab demonstrates that an event-driven microservice architecture, gated by
deterministic boundary rules, resolves the tension between distributed scalability and
structural fault isolation. Enforcing absolute architectural boundaries between data
ingestion, pre-processing, and medical logic execution provides a robust foundation for
regulatory compliance. By creating modular, isolated risk zones, the architecture
confines the rigorous clinical validation burden entirely to the interpretation engine. This
ensures that future extensions—from external data pipelines to new clinical knowledge
modules—can be deployed safely, equipping healthcare systems with continuously
adaptable decision support.
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